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r the controls, procedures and Security practices

conform to the requirements of the security policies, standards, information security

requirements and relevant legislation or regulations.

1.3.1  AUDIT SCHEDULE

* An internal audit calendar should be created based on fulfilling the following audit
requirements;

© An Internal audit should be conducted for SUNRISE GILTS & SECURITIES PRIVATE
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1.3.2  AUDIT PLAN

intervals to determine if its control objectives, controls, processes, and procedures are

effectively implemented and maintained, and perform as expected,

* Technology Officer shall conduct an assessment of the existing Information Technology
security system, in order to establish a baseline for auditing.

® The internal audit pblan shall be created based on the following requirements:

© Importance of processes and areas to be audited (based on a Risk based audit

approach)
o Review of closure of non-conformityfrom previous audits

© Ensure that auditors shall not audit their own work

1.3.3  AUDIT PROCESS

* The auditor would need to review compliance that are applicable to SUNRISE GILTS &
SECURITIES PRIVATE LIMITED at the time of the audit,

® The audit calendar should be communicated to the auditee at least one week prior to the

proposed date of audit in coordination with the security coordinator,

personnel is not hindered,
* The technical audit for devices, servers, laptops and desktops would be conducted using
vulnerability assessment tools, scripts and/or manual inspection.

* The auditor should check the implementation of the controls implemented in the

environment and their effectiveness,
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® The auditor should attempt to identify any new risks or Improvements that can improve
the Security of the work environment,

o Description of findings
o Recommendations for conformance
* Then only after consulting with the Technology Officer the auditor shoulq fill the following
details in the Audit Report For:
©  Root Cause Analysis of the N on-Conformance
o Corrective and Preventive Measures
©  Resources assigned to close non-conformity

o Confirmatory Audit detai]s

the next scheduled audit,
e If the Implementation of the reécommended contro] g a long-term activity, an

implementation plan needs to be created and tracked.

1.4 ,GUIDELINES‘ FOR‘DETERMfNING LYPES oR NON-CONFORMANCE

——
1.4.1  MAjoOR NON-CONFORMANCE
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* A major non-conformance occurs when one of the criteria of the standard Is not addressed

or has not been addressed adequately. Typically, major non-conformances occur when an

* One of the most common major non-conformances is the failure of an organization to
complete a full interna] audit and/or management review,
®* A major non-conformance can algo occur if a significant number of minor nop-

conformances in g given activity.

®* A minor nhon-conformance by itself doesn’t indicate a Systemic problem. It is typically an

isolated or random incident,

operator's station; the updated version exists but a copy of it is not available for the
operator's use and the operator is using an outdated procedure,
©  Other examples are a form without a document control number on it or an internal

audit with an overdye corrective action request pending,

1.4.3 OBSERVATION

® An observation is, no violation of policy, standards, or procedures defined. It is typically

Identification that there may be a better




